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Treatment 

plant

Network Tap water

• Nature of the pipe (cast iron, PVC, PE, 

copper…)

• Physico-chemical reactions

• Bacterial growth

• Chlorine

• High HRT

…
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systems
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MICRORISK: few pathogens
(5th Framework Programme)

Water distribution

network incl. reservoirsTreated water

Breakthrough
Bacterial (re-)growth

Back-
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Vulnerability of drinking water 

systems

to deliberate contaminations

Water distribution

network incl. reservoirs

Ressource

2005: écontamination of
lake water with pesticides

Intensified control of raw
water, search for releases

Two open canisters found,
one containing atrazine,
at 70 m depth near the
water intake pipes



Vulnerability of drinking water 

systems

to deliberate contaminations

Water distribution

network incl. reservoirs

1980: pesticide injection into 
distribution system, 

154 customers became ill,

water distribution failed to 
å10,000 customers,

Injection valve identified

Gleick, 2005



Potential deliberate 

contaminants: CBRN

Chemicals

Biological

Radionuclides

More than 

1,000

potential 

contaminants

EU regulation

Around

40

parameters

Organics

Metal

Microorganisms

pH, chlorine, 

T°…

Use of legal controls can help in contamination 

detection



Modelling 

reactive 

transport

Decontamination 

procedures

• chemical

• mechanical

Controlling the 

efficacy of

decontamination

Validation step

Early warning systems for rapid detection of deliberate intrusion +

Detection methods for CBRN contaminants in water and 

biofilms/deposits



Desired Characteristics of Early Warning Systems

•provide a rapid response

•exhibit a significant degree of automation (1 year energy autonomy), 

sanitary conformity

• require low skill and training

•demonstrate sufficient sensitivity

•permit minimal false-positives/false-negatives

•exhibit robustness to continually operate in a water environment

•allow remote operation and adjustment

•allow for third party testing, evaluation, and verification

• cost of on-line multi-parameter sensors estimated to 3k€/unit. It allows 

to install around 40 sensors for a 200 km network !



New softwares

•… which give a more complete description

of the transport of contaminants in the

network, by quantifying their interaction with

the pipewall (biofilms and abiotic deposits) of

the DWDS. Such interactions comprise

sorption, desorption and reaction of

contaminants with the walls and the

deposits/biofilms.
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ωDevelopcomputersimulationmethodologiesthat -
after a contaminationproblem is detected in one
or more points of the DWDS- will allow the rapid
determination of the probable upstream zone
wherethe contaminantswere introduced.

Manymathematicalapproaches,e.g.:
ωneuralnetworks

ωBayesianmethods

ωΧ

Rapid identification of 

upstream contamination
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Probable 
contaminated area



Decontamination procedures

•A tenacious attachment of CBRN agents to the biofilm

deposits which may be integrated with corrosion and scale

deposits

•Several of potentially used agents by terrorist (e.g. spores)

are very resistant to disinfection when adsorbed in biofilm

and corrosion products

•The material of pipes and types of CBRN are varied, thus the

methods proposed should be universalized to make them

effective and applicable

•Huge amount of water should be disposed

•The cleaning process should not take too long (months

including final control ?) and relatively simple

•After cleaning the networks should be safe to use



•Scraping, removing deposits, cavitation, 
flushing

•Pipewall disinfection: 

•chlorine use (50 mg/L, few hours) 

•first assays regarding NO used for biofilm dispersion 

•Advanced oxidation process based on in situ generation of 
hydroxyl radicals :      Fe2+ + H2O2—> HOÅ+ Fe3+ + HO-

•Water treatment: radionuclides trapping

•Coagulation / floculation

•Mackinawite Fe1+xS production to decontaminate
radionuclides (e.g. Am241) from aqueous matrix

Old and new



Expected results

Unspecific multi sensors + methods

Multi signal analyses + data 

treatment

Rapid mapping

(Restitution of a safe water distribution 

system)

Methods for decontamination

Tools

1
2



Contract n° 217976 under the call FP7-SEC-2007-1

http://www.secureau.eu

•Provide tools for an immediate action 

during / after the contamination for the 

European consumer benefit

•Protection of the exposed populations

•Rapid restitution of a safe water 

distribution system

http://www.secureau.eu

